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ABSTRACT. In large-scale, wireless networks, it is possible to achieve confidentiality and integrity using
asymmetric keys, but availability (i.e. resistance to jamming) has always required symmetric keys. Key
management for these symmetric keys is becoming increasingly difficult, and in some cases physically im-
possible. Recently, the first algorithm was proposed to achieve availability without symmetric keys: BBC
coding, which is an unkeyed coding system built up from a hash function. However, no security analysis of
it has ever been published. In this paper, we prove BBC has unconditional security with high probability in
the random oracle model. Furthermore, we prove BBC has unconditional security with high probability for
particular families of polynomial-time and -space hash functions. Unlike the random oracle proof, the latter
proof applies to systems that can actually be implemented in practice. In addition, we prove that certain
families of hash functions that might naturally be considered are actually insecure, and we give methods
for breaking them. Finally, we describe the open question of whether BBC is secure for certain families of
simple hash functions.

1. INTRODUCTION

Key management became much easier in the 1970s when the first asymmetric encryption and digital
signature systems became publicly known. Until recently, no equivalent advance had been made for jam-
resistant communication in omnidirectional radios. All known systems for that problem required a symmetric
key, which was then used in an algorithm equivalent to steganography.

For example, in a frequency hopping system, Alice uses a symmetric key to generate a pseudorandom
sequence of numbers which are interpreted as frequencies. She then broadcasts a few bits of her message
on each frequency before jumping to the next. Bob uses the same key to generate the same sequence, and
listens on each frequency in turn. If a jammer James does not know the secret key, then he must broadcast
noise on all of the frequencies (or many of them) continuously, and so must expend much more energy to
jam the signal than Alice used to send it. So the signal is jam resistant. However, if James knows the key,
he can broadcast on just the sequence of frequencies generated by the key, using about the same amount of
energy as Alice, and so the system is no longer jam resistant.

Other forms of spread spectrum radio have also been proposed for jam resistance (e.g. direct sequence
or pulse-based ultra wideband), but these, too, rely on a shared secret key and a form of steganography to
resist jamming. For example, in a system based on pulses, the message is encoded as a sequence of very
short, very powerful pulses of radio noise, each of which spans a large portion of the available spectrum.
The information is conveyed in the timing of the pulses. In one example, a 1000-bit message is sent during
1 second, which is divided into a billion time slices. Alice uses her symmetric key to pseudorandomly choose
2000 of those billion time slices. Each bit of her message is sent using 2 of those times. If her bit is a 0, she
sends a pulse at the first of the two times. If her bit is a 1, she sends it at the second. Again, if James does
not know the key, then he can only jam by sending a pulse at almost every point in time, thus using at least
thousands of times more energy than Alice. But if James knows the key, then he can send just 2000 pulses,
filling in all the selected time slots, and effectively preventing any information from being received by Bob.

The use of symmetric keys makes key management problematic. For example, handheld jammers for cell
phones can now be bought on the open market for under $200 [1]. The cell phone carriers do not build in
any resistance to jamming at all. If a carrier wanted to resist jamming, it would have to give each of its
millions of subscribers a different secret key. Then, each cell phone tower would have simultaneously listen
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on all of the millions of channels, continuously at all times, to establish a jam-resistant connections with any
possible user who might enter the cell. That is impractical. Symmetric key management systems such as
Kerberos, which can distribute session keys as needed, are of no help in this case, because they assume each
user can communicate with a central server without being jammed.

An even worse case is the civilian Global Positioning System (GPS). In the US, the FAA has stated that
its intention is for the GPS system to be used as a primary navigation aid on all aircraft, and that every
aircraft will continuously broadcast its GPS position to all other aircraft in the area, thus allowing aircraft
to be packed more densely in the air over crowded airports. If a terrorist were to jam the signal, this could
be a problem. Yet the system has no form of jam resistance at all. That is because the only known systems
were based on symmetric keys. That would require one copy of the key to be on the satellite, and another
copy to be given to every legitimate user of the system. But the user base for GPS includes every person on
the planet, including the terrorists. So it is literally impossible to prevent the jammer from obtaining the
symmetric key. Asymmetric keys would be easy to manage here: just put the private key on the satellite
and distribute the corresponding public key throughout the world. However, no form of jam-resistant coding
was known that could use asymmetric keys. Only symmetric keys could be used.

The BBC algorithm was recently proposed to solve this problem [2, 3]. It is an encoding system that
requires no keys at all for jam resistance. It would typically be combined with traditional encryption and
digital signature systems for security, and those systems could use asymmetric keys, so key management
would be practical. However, BBC is very recent, and no security analysis of it has ever been published.

This paper is structured as follows. Section 2 describes BBC encoding and decoding. Section 3 then
proves its security in the random oracle model. Section 4 then extends that proof to a k-universal hash
model. Unlike the random oracle proof, the latter proof applies to systems that can actually be implemented
in practice. Section 5 then proves that BBC is not secure for certain large families of hash functions, and
gives methods for breaking it in those cases. Finally, section 6 poses several open questions about the security
of certainly types of simple hashes.

2. BBC ENCODING AND DECODING

In jam resistance, the communication channel can be modeled as an OR, channel. For example, in a pulse-
based system, this means that if Alice wants to send Bob a 1000-bit message during a period of 1 second,
which can be divided into one billion time slices, then her communication can be viewed as a vector of a
billion bits, most of which are zero, but a few of which are 1 bits. Each 1 denotes a point in time at which
she broadcasts a very short, very powerful burst of radio noise that spans a wide range of the spectrum.
The jammer James can also broadcast a vector of a billion bits, only a few of which are set to 1. Bob then
receives the bitwise OR of the two packets, and must try to decode it.

Such a channel can’t be jam proof: if James sends a packet of all 1s, then Bob cannot receive any useful
information from Alice. However, there is an energy cost to send each pulse. The goal of jam resistance is
to force the attacker to use far more energy than the legitimate sender. In this example, if Alice sends 1000
pulses during that second, and if the encoding prevents James from jamming her unless he sends several
million pulses, then it is said that the system is successful in resisting jamming. Typical jam-resistant systems
in current use have a ratio of a few thousand: James must expend perhaps 4000 times as much energy as
Alice (or be closer to Bob by a factor of the square root of 4000) in order to jam the signal.

BBC is the first system to allow jam resistance on an OR channel without a shared secret. Rather than
being based on steganography, like current systems, it is based on a new field of coding theory known as
concurrent codes. This is related to well-studied codes such as superimposed codes. A great deal of research
has been done related to binary codewords that are combined with a bitwise OR, dating back at least as far
as 1956 [4, 5], and being formalized as early as 1964 [6]. If several codewords are combined with a bitwise
OR, it is desirable that no other codeword should be contained within that combination. Codes to achieve
this in all (or most) cases are variously known as superimposed codes [6, 7, 8, 9], Bloom filters [10, 11],
strongly selective families [12], and cover-free families (or r-cover-free families) [13, 14, 15, 16, 17]. These
general terms are all roughly synonymous, though many papers extend and constrain them in various ways,
to get categories such as (s,l)-superimposed codes or other generalizations [18, 19, 20, 21, 22, 23, 24, 25, 26].



Typically, these codes assume a fairly small codebook, such as one codeword per user, so it’s more likely to
be on the order of 1000 codewords rather than 21990 [27, 28 29, 30, 31]. concurrent codes are defined to
be those superimposed codes that can be decoded efficiently. At this time, the BBC algorithm is the only
known algorithm for doing so.

The BBC algorithm requires the choice of a hash function H : {0,1}%™ — {0,1}9(") meaning that the
input to the hash function is a string of any length from 0 to the length of the padded message m, but does
not need to be defined for strings longer than m. The output of the hash function is lg(n) bits, which are
sufficient to choose one location out of the n bits in the packet. It is assumed that the hash function is
chosen by Alice or someone trustworthy, and that the hash function is publically known to Alice and Bob,
as well as any attackers.

The general BBC algorithm is given in Algorithm 1 (for sending) and 2 (for receiving). The broadcast
algorithm tells how to encode and send a single message. The decoding algorithm assumes that multiple,
encoded messages were sent simultaneously, combining their binary strings with a bitwise OR, to form a
combined string known as a packet. In addition, random noise (or the results of an active attack) will flip
some of the packet’s bits from 0 to 1 (but never from 1 to 0). Under these assumptions, the packet will have
the same number of bits as a codeword, but typically many more of the bits will be 1 in the packet than in
a single codeword.

The constant k controls the number of checksum bits to use (the bits themselves are simple zeros, but
they force the hash function to create a strong checksum). The hash function H maps an arbitrary-length
bit string to a location. The general BBC algorithm requires the making of indelible marks at locations
chosen by hashes of all prefixes of the message to be sent. The exact definition of indelible mark and location
depends on the system being used, but the requirement is that both the sender and attacker can make such
marks, but neither can erase them. So it is equivalent to a long string of bits that are initially all zero, and
the sender and attacker can each change any 0 to 1, but cannot change a 1 to 0. The attacker could jam
the communication by setting all the bits to 1, but if there is an energy cost associated with each 1 bit, and
if the legitimate sender is setting only a thousandth or a millionth of the bits to 1, then the attacker will be
forced to expend a thousand or million times more energy than the sender.

Algorithm 1 BBCbroadcast(M)

This function broadcasts an m-bit message M[1...m| adding k checksum bits to the end of the message. H
is a hash function. The definition of H and the values of m and k are public (not secret). The definition
of “indelible mark” and “location” are specific to the physical instantiation of BBC' used.

Append k zero bits to the end of M
fori—1...m+kdo

Make an indelible mark at the location given by H(M]1...1])
end for

Perhaps the simplest instantiation of BBC is when pulses are used, as in the most recent Ultra Wide Band
(UWB) systems. The sender broadcasts very short, high-power bursts of radio frequency noise at certain
times. The message is encoded in the timing. An attacker can also broadcast such pulses, but cannot erase
any existing pulses. Such pulses are difficult to erase because they are very short, very high power, and
consist of unpredictable random noise with energy spread over the entire spectrum. No known system exists
that can detect and analyze such pulses, and then send out an inverse waveform to cancel them. There
simply isn’t time during the brief period it takes for the pulse to pass the attacker.

Figure 1 shows how to broadcast using BBC-Pulse, an implementation of BBC for pulse-based broadcast.
In this example, the message M = 1011 is padded with k = 2 zero bits to get 101100. All prefixes of this
are hashed with the hash function defined by the table on the right. A pulse is sent at the time defined by
the hash of each prefix of 101100. For example, H(1) = 21, so a pulse is sent at time 21, and H(10) =9, so
another pulse is sent at time 9.
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Algorithm 2 BBCdecode(n)

This recursive function can be used to decode all the messages found in a given packet by calling BBCde-
code(1). There must be a global M[1...m + k] which is a string of m + k bits. The number of bits in
a message is m, and the number of checksum zeros appended to the message is k. H is a hash function.
The definition of H and values of m and k are public (not secret). The definition of “indelible mark” and
“location” are specific to the physical instantiation of BBC used.

if n=m+k+1 then
output “One of the messages is:” M[1...m)]
else
if n > m then
limit < 0
else
limit — 1
end if
for ¢ < 0...limit do
Mn] « i
if there is an indelible mark at location H(M]J1...n]) then
BBCdecode(M,n + 1)

end if
end for
end if
[oTa]oTJololololoa]oJoaJo Ao oJoJooJo Ao o 10 S H(s)
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FiGURE 1. BBC broadcast using UWB pulses. M = 1011, k = 2, an indelible mark is a
radio pulse, and its location is the time when the pulse occurs relative to the start of the
message. The table on the right shows part of the definition of the hash function H(x).

Figure 2 shows the decoding of that same message for BBC-pulse. The receiver starts at the root of the
tree (on the far left), which is an empty string. The receiver then repeatedly tries appending both a 0 and
1 bit to each string being considered, and calculates the hash of each new string generated. So on the first
round, the receiver calculates H(0)=4 and H(1)=21. Since a pulse was not received at time 4, the receiver
knows that no messages starting with 0 could have been sent. Since a pulse was received at time 1, the
receiver knows that at least one message was sent that started with 1. These results are shown on the tree
by coloring the 0 box white and the 1 box gray.

This process then continues. The string 0 is not expanded because no pulse was detected at time H(0).
The string 1 is expanded both ways to get 10 and 11, and the receiver calculates H(10) and H(11). Both
of these hashes yield times at which pulses were received, so both boxes are colored gray, and both will
be expanded on the next round. This process continues until the entire 4-bit message has been decoded
(at the dotted line). Note that at this point, both of the legitimate messages have been found (1011 and
1000), but an additional “message” has also been found: 1110. This third message is a hallucination.



Message 1011: [0]1]|o]o[o[o[ofo[1]ofo]1[o[1[ofo[o[o[oJof1]o]o]1]o]

Message 1000: [0]o[oo[of1[ofJofof1]ofofo[41]ofofofofof1]1]o]o]o]o]

Both simultaneously: [0[1]0]o[o[1[o]o[1[1]o[1[o[1]ofo[ofofof1[1]o]o]1]0]
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FI1GURE 2. Decoding tree for BBC-Pulse broadcasts. In this example, both of the messages
1011 and 1000 were broadcast simultaneously, and k£ = 2. The table on the right shows part
of the definition of the hash function H(z). The 3rd row at the top shows at which times a
pulse was sent (gray boxes) or not sent (white). This is essentially a bitwise OR of the pulse
pattern for each message. The binary tree shows those prefixes that are considered during
decoding. A prefix is gray if its hash gives a time at which a pulse was detected. The dotted
line shows the transition from decoding the body of the message to checking the appended
checksum zeros.

This hallucination occurred because all three of the strings 11, 111, and 1110 hashed to locations that just
happened to contain a pulse for other reasons. This is why the k& checksum bits are important. To the left
of the dotted line, every box is expanded by appending both 0 and 1. To the right of the line, only 0 bits
are appended. This is because every legitimate message is known to have k zero bits at the end. Both of
the legitimate messages survive through all k£ rounds of checking. The hallucination, however, is eliminated
because the string 11100 does not hash to a location that happens to contain a pulse.

This system is intended to be used in situations where a very small fraction of the time positions contain
pulses. But consider a worst case, where a full third of all positions contain pulses. If a good cryptographic
hash function is used, then these pulses will be scattered pseudorandomly. Then during the checksum process,
at each step a given hallucination will have a probability of only 1/3 of surviving, because its hash will choose
a pseudorandom location that has a probability of only 1/3 of containing a pulse. If there are k checksum
bits, then the probability of a hallucination surviving until the end is only (1/3)*, which quickly becomes
vanishingly small for even moderate values of k. The number of potential hallucinations will be small (as is
proved in a later section), therefore, the receiver is very unlikely to end up with any hallucinations at all.
This, of course, assumes only random noise and accidental interference between legitimate messages. The
analysis of an active attack is more complex, and is given in the next section.

3. SECURITY IN THE RANDOM ORACLE MODEL

If a jammer James wants to stop Alice’s communication, he can do so by broadcasting an attack packet
consisting of all 1 bits. The packet will be bitwise ORed with Alice’s packet, preventing Bob from receiving
any information whatsoever. However, that requires far more energy than Alice originally used to send the
message. If Alice only set 1000 bits to 1 out of a billion bits, then James is forced to expend a million times
more energy than Alice used. In traditional jam resistance, a ratio of even a few thousand is considered
successfully ”jam resistant”.
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F1GURE 3. The stages of an example BBC decoding that yields a final tree of 3 nodes. Note
that the tree ends up with 7" nodes if there are T'— 1 hashes that map to locations with
marks, and T+ 1 that map to locations without marks, and that the Tth Catalan number
gives the number of possible trees of size T

Alternatively, James could send an attack packet consisting of several messages superimposed. If his
messages plus Alice’s fill up a fraction d of the n bits in the packet with 1s, then Bob will be forced
to calculate about dn hash pairs during decoding. Thus, an energy cost of about dn for James yields a
computational cost of about dn for Bob. Nothing could be more jam resistant than this, since obviously Bob
must decode every validly-formatted message that is sent.

But can James do better? Is there some way that James can set only dn of his bits to 1, yet force Bob
to calculate kdn hash pairs for some large k7 In other words, can James cleverly design his attack packet
so that he gets an advantage of k£ in computation per energy? Note that the k in this analysis is a different
variable than the k used for padding bits in the definition of the algorithm.

Clearly, if James can achieve a k of millions or billions, then he can overwhelm simple processing equipment
on Bob’s end with a fairly small energy cost to himself. In that case, we would say James succeeded, and
the system is not jam resistant. On the other hand, if James can only achieve a k of 2, then he isn’t gaining
much of an advantage over a simple brute force attack, and the system can be considered jam resistant.

We will now analyze the case where Alice chooses the hash function, James knows what function she
chose, and he has unlimited computational power to craft an attack packet that is optimal for attacking that
hash function. If Alice chooses the hash function at random (i.e. a random oracle), what is the probability
that it will contain a flaw that allows James to achieve a high k value? The following theorem will show
that for reasonable parameters, it is extremely unlikely that James can even achieve a k of 1.5, even if he
has infinite computational power.

Theorem 3.1. If hash function H : {0,1}%™ — {0,1}9) js chosen randomly and uniformly from the
space of all possible hash functions of that size, then the probability that BBC decoding a packet of n bits
with a fraction d of them set to 1 (with at least 19% bits set to 1) will require more than kdn hash pairs to be
calculated is bounded above by: .
kydyn
(7= (G 1d)")) (3.1)

Proof. We are interested in bounding the probability that a randomly-chosen hash function has at least one
successful attack packet, where a successful attack packet is one that achieves an advantage of k or more.
But first, we will analyze a simpler question: what is a bound on the probability that a randomly-chosen
packet of density d will happen to be a successful attack packet for a randomly-chosen hash function.

Figure 3 shows an example of a decoding process that yields a tree of 3 nodes. Note that it shows the
first and third hashes mapped to location in the packet with a 1 bit (thus generating a child node), and that
the other 4 hashes mapped to locations with 0 bits (thus generating ”X” marks in this diagram, and not
generating child nodes). In general, the only way to get a tree with T nodes is for T'— 1 of the hashes to
hit a 1 bit, and T+ 1 of the hashes to hit 0 bits. If the hash function is a random oracle, then each time
a string is hashed, it will randomly choose a location in the packet to look. Note that BBC decoding of a
packet never hashes the same string twice, so all hashes will be independent.

So if the packet has a fraction d of its bits set to 1, then the probability of a particular T-node tree being
generated is simply d?~1(1 — d)T*!. The number of possible trees containing exactly T nodes is the T'th
Catalan number, which is (25 ) /(T +1). So the total probability of the decode tree containing exactly T'

leaves is:
_ dT_l(l _ d)T—i—l <2T)

Prob(nodes =T) = TT1 T (3.2)
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The probability that the tree has at most k nodes will be the sum of this expression as 1" goes from 1 to k.
The probability that the tree has more than k nodes will be 1 minus that sum:

Prob(nodes > k) (3.3)

= Prob(this is a successful attack packet)

b T — @) T (2T> (3.5)

=1
£ T+1 T

=1

This gave the probability that a particular, randomly-chosen attack packet was able to break a particular
randomly-chosen hash function. But we are actually interested in the probability that any attack packet at
all exists which breaks a particular randomly-chosen hash function. This latter probability appears difficult
to calculate. But there is a simple upper bound on it which can be easily calculated.

We would like to count the number of bad hash functions, which are hash functions for which at least one
attack packet exists. That is difficult. But it is easy to count the number of (hash function, packet) pairs
that are bad. Just multiply the probability of a randomly-chosen pair being bad, by the number of pairs in
existence:

(number of bad pairs) (3
=(number of n-bit packets of density d) (3
- (number of hash functions) (3
- Prob(a random pair is bad) (3

Clearly, some hash functions will have many bad pairs associated with them. For example, the constant-
zero function, which hashes every string to the all-zeros vector, will have an enormous number of attack
packets that break it. Any packet which has a 1 in the first position will break it. But we could get an
upper bound on the number of bad hash functions by assuming that every bad pair is associated with a
different hash function. That, of course, will grossly overestimate the number of bad hash functions. The
single example of the constant-zero hash function generates exponentially-many bad pairs, which then inflate
our count of bad hash functions by an exponential amount. And it is easy to generate exponentially-many
other hash functions that are equally bad, and will also inflate our count by exponential amounts.

However, it turns out that even this hugely-overestimated upper bound will be tight enough to prove the
result of this theorem. So this gives:

Prob(a randomly-chosen hash function is bad)

(number of bad pairs)

(number of hash functions)
(number of packets)(number of hash functions)Prob(a random pair is bad)

(number of hash functions)
=(number of packets)Prob(a random pair is bad)

() (-2 ()

T=1
:( n) <22k+2(d 1T (k+3) oFy (Lk+ 23k +3;—4(d— 1)d) (1 — d)d)k+

dn Val(k + 3)
2+ /(2d — 1)? — 1)
2

2d

(3.10)
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This expression can be further simplified to a looser upper bound by using known bounds on the binomial
function, I' function, and hypergeometric function 2 Fy [32]. Useful bounds are:

\/%L:C _ 1J Lw—1J+1/267Lx—1J+W

e (3.11)
<V2r[z — 1)[e=11+1/2¢= 211+ =
ny _ (n+1) -
dn I(dn+1)T'(n—dn+1) .
1
5 = 2F1(1’ @ b7 JC) < za (313)
- B T b1

The remainder of the proof consists of substituting bounds into Equation 3.10, assuming n > 1, nd > 192,
and d < 1/2, simplifying, making the bounds even looser, noting that the first exponential is less than 1,
and the second is less than e? (for n > 1 and nd > 1).

( n ) (22k+2(d — 1) (k+2) oF1 (1, k+ 35k + 3; —4(d — 1)d) (1 — d)d)* N

dn Vrl(k + 3)
2d + \/(2d — 1)2 — 1)
2

2d

(3.14)

1 1+ a1 1 1 1
< e T2dnT1 12(ﬂ,—dn,)+1+12nnn+§(dn)7dn7§(n7dn)dn7n7§

V2
{40”@”“ (d — 1)%e™ Tamszres H m@ma (dkn + 1)%0+3 (dkn + 2) %3 (1 — d)d) "

<4(d—1)d(dkn+g (3.15)

dkn+2 + 1) VT

2d° —2d+1 /(24 —1)?
242 242

T 1}
1 nt1 —dn—1 dn—n—1
<—=n""2(dn) 2(n —dn) 2

Vor
[4dk"+1(d — 1)2e2(dkn + 1)1+ 3 (dkn + 2)~*7=3 (1 — d)d)@"

(4(d1)d dkn+3 (3.16)

dkn+2 + 1>ﬁ
—14+2d++/(-1+ 2d)2]
2

2d

62
V2r
4dkn+1(d — 1)2(dkn + 1)dkn+%<dkn + 2)—dkn—%((1 — d)d)®n

4(d—1)d (dkn+§>
( dkn+2 + 1)

nn+%(dn)—dn—%(n _ dn)dn—n—%4dkn+l(d _ I)Q(dkn + 1)dkn+%

<

n"ta (dn)_d"_% (n— dn)d”_"_%

(3.17)

62
V2r
(dkn + 2)" %3 (1 = d)d)

2+ dkn (3.18)

2+ dkn +4(—1+d)d (3 + dkn)




- 4e2 1
V21 2+ dkn — 4(1 — d)d (3 + dkn)

1 [(1-d 1+dkn k

1—d< d (4d(1_d) 2+ dkn )
19 1 /1 A"

<\/ﬁ <1_d <d(4d)’“) ) (3.20)

< <1id (;(4d)k>d> ’ (3.21)

Thus, the probability is bounded above by the desired expression, so the theorem is proved. O

3
1 1+dkn\?2
d _1
(dn)”2 1—d2+dlm)

(3.19)

Note that this theorem implies that in a typical case such as n = 10° and d = 103, then the probability
of a randomly-chosen hash function allowing even a single attack packet with an advantage for the attacker
of k = 1.5 is guaranteed to be less than 10762339 which is an exceedingly small probability. But for k = 1.4,
the theorem gives an upper bound on the probability that is greater than 1.0, and so tells us nothing. This
is typical behavior for the bounding function. The expression inside the outer perentheses is raised to the
power of n, which is typically a very large number. So if that expression is less than 1.0, then the overall
bound will typically be very close to zero. If the expression is 1.0 or more, then the bound tells us nothing.
It is therefore useful to ignore the n, and simply solve for the value of k that makes that expression exactly
equal to 1.0. Solving for k gives:

k= logsq(d(1 — d)*/?) (3.22)
In other words, given the density d that the attacker can afford to create in the attack packet, as long as
the hash function was chosen at random, it is almost certain that the attacker will be unable to force Bob
to do more than a factor of k additional computation beyond the brute force attack. And this is true even if
the attacker has infinite computational power to look for the optimal attack packet for that particular hash
function. Better attack packets simply won’t exist, with high probability. For typical numbers, this k is less
than 1.5, so Bob will have to do less than 50% additional compution. Therefore, in this example, if Bob is
able to perform 50% more computation, in addition to computation proportional to the energy limitations
of the attacker, then the BBC algorithm is shown to be unconditionally secure with high probability in the
random oracle model.

4. SECURITY IN THE K-UNIVERSAL HASH MODEL

The theorem in the previous section shows that BBC is secure in the random oracle model. Unfortunately,
random oracles cannot be implemented in the physical world, so that does not prove the security of BBC
for any particular choice of hash function. Although it might increase our confidence in BBC implemented
using, say, SHA-1, it is still possible that it might fail.

The following theorem solves this problem by proving the same bounds under weaker assumptions on the
hash function. In fact, it allows families of hash functions that can choose a function at random using only
polynomial time and space, and can also evaluate that function in polynomial time and space.

Theorem 4.1. The bounds of Theorem 3.1 also hold if the hash function is chosen uniformly from a family
of 2kdn-universal hash functions, rather than from the space of all possible hash functions of a given size.

Proof. Note that the proof of Theorem 3.1 involved first generating random (hash function, packet) pairs,
and finding the probability that such a pair will require more than kdn hash pairs to be calculated. The
analysis of that step assumed that when the hash function is evaluated 2kdn times, it acts like a random
hash function. That is, if the function is chosen randomly and is unknown, then knowledge of its behavior
on the first ¢ — 1 evaluations should give no information about its behavior on the ith evaluation, for all
i < 2kdn. This assumption is valid in the random oracle model, where the hash function is chosen randomly
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from the space of all hash functions of a given size. The assumption is also valid for a 2kdn-universal hash,
by definition.

A k-universal hash is a family of hash functions such that, if one is chosen at random, it will behave like a
random oracle the first £ times it is evaluated, regardless of what inputs it is evaluated on. If it is evaluated
more than k times, then there can be correlations or dependencies among its results that can distinguish it
from a true random oracle. But that will not be possible for the first k evaluations.

There are many k-univeral hashes known that handle inputs up to m bits, and which use time and space
polynomial in k£ and m. One simple example is a kth-order polynomial modulo an m-bit prime, where the
k + 1 coefficients are chosen randomly and uniformly from the space of all nonnegative integers less than
the modulus. It takes only polynomial time and space to generate and store such a polynomial, and only
polynomial time to evaluate it on a particular m-bit string.

Therefore, if such a 2kdn-universal hash is used in BBC to map strings of up to m bits to outputs of lg(n)
bits, the proof in Theorem 3.1 goes through without change, and the probability bounds proved there are
still correct. O

5. INSECURITY OF SMALL INTERNAL STATE

The hash function in BBC maps a string of at most m bits to an output of only lg(n) bits. For example,
it might map from at most 1000 input bits to 30 output bits. In that case, one might be tempted to use
a simple hash function that maintains only 30 bits of internal state. However, that is provably insecure,
regardless of how the hash is constructed.

Theorem 5.1. If a hash function H : {0,1}%™ — {0,1}9") has only S bits of internal state (i.e. it
consumes the input string bit by bit and updates the S bits of internal state after each bit), then it is possible
to construct an attack packet that will cause workload k for the receiver that is exponential in m/S.

Proof. This proof is by construction. An attack packet will be created that has at most 2m one bits set, yet
it will cause the receiver to perform at least 27/ computations.

First, find two different strings, A; and Bj, each of length m/S, such that the internal state of the hash
function is S; after reading in either string. If the two messages are the same length as the internal state of
the hash, then such a collision must exist.

Next, find two different strings As and Bs, such that the internal state after reading A; followed by As
is 9o, as is the state after reading B; followed by Bs. In other words, the string found by concatenating A;
with A, and the string found by concatenating B; and Bs will each cause the state to reach Sy followed a
short time later by So.

Continue this process, finding strings A; and B; for all ¢ until two long strings of length m have been
found. BBC encode those two strings, and bitwise OR the two packets together to form the attack packet.

Note how much computation the receiver must perform to decode this attack packet. The packet will
obviously contain the two messages that were sent:

(A15A2>A37A4a"'aAm/S) (51)
(BlvBQ;B3vB47'“,Bm/S) (52)

But it will also contain any message found by swapping segements from the two messages. For example, it
will contain

(AlaBQ7A37B45"-;Am/S) (53)

That is because the internal state of the hash collides m/S times in the course of these strings, and so
the message formed by swapping will have all of its hashes map to the same locations as the original two
messages. Therefore, there are 2/5 different messages contained in the packet, all of which must be decoded.
For example, if the 1000-bit message is encoded using a hash with a 30-bit internal state, then there will
be 233 messages to decode, requiring (1000)(23%) hash pairs to be calculated. If this is too much for the
receiver, then the attacker has jammed the receiver with very little energy cost, merely twice that of sending
a legitimate message.
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Note, too, that if S = 30, there are only a billion possible internal states for the hash function, and each
collision can be found in 2'° steps on average with a birthday attack. Thus, this attack is extremely efficient,
even for large packets of a billion bits. O

6. OPEN QQUESTIONS: LINEAR HASHES

We complete our analysis of the security of BBC by posing two open questions. These deal with the
security of linear hash functions.

There are two simple ways to define a linear hash function. One is to define the hash of a b-bit string =
to be the lg(n)-bit string y defined as:

y = 2z AP mod2 (6.1)

where z and y are treated as row vectors of bits, A»9(") is a b by lg(n) matrix of bits that were generated
randomly and uniformly, and all the calcualtions in the matrix multiplication are done modulo 2. In this
model, a different A matrix must be generated independently for each string length from 0 up to m.

A second way to define a hash function is with a linear feedback shift register with m bits of internal
state. The register is initialized to a fill of all 1s. The string is then read in by cycling the register one time
for each bit in the string. After each shift, the corresponding bit of the string is XORed into the state of
the register at one or more locations. After the string has been read in, the lg(n)-bit hash is generated by a
linear function of the state of the register.

This gives two different ways of defining a linear hash function. The second method is a subset of the
first, and can be implemented using less memory. Neither of these hashes are 2kdn-universal, so the security
proofs don’t apply. Neither of these hashes have small internal state, so the insecurity proof also doesn’t
apply. But the linear nature of these hashes should make them easy to analyze. So is BBC secure using
either or both of these methods? We leave this as an open question for further research.

7. CONCLUSIONS

We have proved the unconditional security of BBC against an adversary with unlimited computation, but
limited energy (i.e. a limit on how many zeros can be set to ones during the attack). In both the random
oracle model and the k-universal hash model, we have shown that a randomly-chosen hash function will be
secure with extremely high probability. We have also proved that BBC with a hash function with limited
internal state is insecure, and have given an algorithm for breaking it. Given these results, it appears that
BBC is a useful primitive for protocols that require jam-resistant broadcast.

Several interesting open questions remain. We know that almost all modular polynomials are secure,
because they form a k-universal hash. But we don’t know whether any particular polynomial is secure. Is
there a way to find one? Is multiplication by a random matrix (with a different matrix for each possible
string length) a secure hash function for BBC? Is a random linear feedback shift register secure? These
appear to be fruitful areas for further research.
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