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ABSTRACT

The demand for reliable secure wireless communication is
constantly increasing especially within the Department of
Defense. As wireless communications become more
critical, the need to secure them increases as well. A
theoretical approach to jam resistance without a pre-
shared secret (BBC algorithm) was developed at the
United States Air Force Academy that can enable radios to
transfer keys in a jam resistant manner. This algorithm is
theoretically proven to provide significant jam resistance,
however it does not provide security. The DOD Common
Access Card (CAC) can enable security without a pre-
shared secret using public and private key pairs. This
application combines the CAC card and BBC algorithm to
provide a jam resistant secure method of generating and
transporting a temporal symmetric key without the use of
pre-shared keys. The application specifically contains a
user friendly GUI for CAC card operations on the Linux
platform to include reading Public Key Infrastructure
(PKI) Certificates, user authentication, and basic key
management. It also contains the functions to transmit
and receive public keys and encrypted symmetric keys
using the BBC codec and the GNU Software Radio.

INTRODUCTION

The current method of providing jam-resistant secure
communications in the military is through the use of the
Single Channel Ground and Airborne Radio System
(SINCGARS). This radio provides “...commanders with a
highly reliable, secure, easily maintained Combat Net
Radio (CNR) with voice and data handling capability, in
support of command and control operations.”’ Although
this radio is widely used throughout the military, in order
for it to operate in secure jam resistant (frequency
hopping) modes, it must be loaded with a symmetric key
and a frequency hopping set or hop set. Once these two
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keys are loaded and timing is synced between two radios,
they can transmit and receive data or voice in an encrypted
jam resistant manner. The problem exists when one or
more users of the radio either loses the key or cannot
obtain the key necessary to communicate.

In the field, military personnel can easily forfeit security
on communications systems in order to communicate.
This includes either switching a SINCGARS radio to plain
text mode or even using commercially bought family
service radios. This results in soldiers using Frequency
Modulated (FM) voice in the clear that is easily jammed
and monitored.  Although this is very dangerous, the
reason why this could occur is that the immediate risk of
not having communications is much higher than having
communications that is not jam resistant and unsecure.
However, it can easily be argued that the overall risk is
much higher if the communications are intercepted giving
the enemy potentially devastating intelligence.

Commanders in the military may opt to say “we will just
enforce standards” so that soldiers must use secured radios
thus solving the problem. Although this may brief well, it
does not consider a combat scenario where a convoy is hit
and one lone SINCGARS radio is functional, however its
backup battery dies and the soldier has no pre-shared keys
loaded. In this scenario, the soldier has no other choice
than to transmit in the clear in order to call for help. The
problem is not that the soldier does not want to follow the
Standard Operating Procedures (SOPs), he or she simply
does not have any other method of communication.
Therefore the problem lies with the equipment, not the
soldiers or Tactics, Techniques, and Procedures (TTPs).
The question then is how can radios issued to soldiers
provide immediate jam resistant secure communications
without the need to distribute and load shared keys?
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Currently there is no immediate solution to this particular
problem. There has been work on securing software
radios, to include securing the download of SDR
configuration files. In this security scheme, X.509
certificates are used, however no jam resistance is
employed during the transfer of these certificates.” In
addition, numerous military communication systems to
include the SINCGARS, ARC-220, RF-5000, and EPLRS
use anti-jamming techniques; however they all require a
pre-shared secret in order to enable these
communications.’

Although the solution does not exist, a new radio system
that is being developed provides a potential platform for a
solution. The Joint Tactical Radio System or JTRS, is a
“family of interoperable, affordable software defined
radios...which provide secure, wireless networking
communications capabilities for joint forces™  This
platform could implement the BBC’ (Baird, Bahn, and
Collins) jam resistance algorithm in its software, making it
possible to add the capability without hardware
modification. Since this new radio platform is being built
and fielded, the problem left is to implement the BBC on a
software radio, and perform a public key exchange for
transport of symmetric keys.

BBC BACKGROUND

The BBC Algorithm consists of two parts: encoding and
decoding. The encoding algorithm encodes the message in
BBC format, and the decoding algorithm assumes multiple
messages were sent, and decodes all messages found.
These multiple messages are assumed to be combined
using a bitwise OR. Therefore, a 0 can become a 1,
however the reverse is not true. This is the heart of the
jam resistance in the algorithm: it works off of the
presence of data rather than the modulation of data. In
jamming a radio, the attacker cannot take away radio
frequency waves that are transmitted. Since the attacker
cannot take the radio waves away, his or her intent is to
add noise to the data to the extent that the receiver cannot
receive or receives a modification of the original message.
In order to help explain how the BBC Algorithm works, a
toy example will be used on a small string of data. In this
example, the message to be sent is 011. The hash is a
simple predefined lookup table in figure 1. The process of
building the message to be sent is as follows:

1. Read first bit in message, and hash: H(0) =20

2. Read next bit in message, and hash message:
H(01)=5

3. Read next bit (entire message at this point):
H(011)=19

Msg Hash  Msg Hash  Msg Hash
0 20 11 2 100 14

1 15 000 101

00 10 001 12 110 4

01 5 010 17 111 3

10 1 011 19

Figure 1: Hash table

1 2 3 4 5 6 7 8 9 10
X

1 |12 |13 |14 |15 |16 |17 |18 |19 |20

X X

Figure 2: Message BBC encoded,
transmission.

and ready for

The receiver performs slightly more work, since it must
anticipate the message. The procedure for receiving the
message is as follows:

1. Listen at timeslots for either a 1 or a 0. H(0) =20
H(1) = 15. Given the message above, 20 is
marked, and 15 is not, therefore the message
begins with 0.

2. Listen for H(00)=10 and H(01)=5. A markis on 5,
so the message is now 01.

3. Listen for H(010)= 17 and H(011)=19. A mark is
on 19, so the message is confirmed to be 011.

This example shows so far the ability to decode the
message. In order to show jam resistance, the example
will be shown with 25% of the domain filled with jam
marks. Figure 3 shows this example with jamming
displayed as a Z mark.

1 2 |13 |4 |5 |6 |7 8 |9 10

Z V4 V4 V4
1 (12 13 |14 |15 |16 |17 |18 (19 |20
V4 X X

Figure 3: Message with random Zs to represent jamming
marks.

In this jamming example, the receiver would decode the
following:

H(0) =20, true. H(1) = 15, false Message = 0

H(01) =5, true. H(00) = 10, true Message = 01 and/or 00
H(000)= 7, false. H(001) = 12, false. This means the
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mark at H(00) is a jam/hallucination.
H(010)= 17, false. H(011) =19, true. Message =011.

MOZILLA NETWORK SECURITY SERVICES (NSS)
BACKGROUND

33

The Mozilla Network Security Services “...is a set of
libraries designed to support cross-platform development
of security-enabled client and server applications.” The
services NSS provide include PKCS #11, which
“..governs communication with cryptographic tokens
(such as hardware accelerators and smart cards) and
permits application independence from specific algorithms
and implementations.” Not only these services provide
communication with smart cards, but the NSS modules
have received completed FIPS 140 validation four times
over the past 11 years.’

Since the final target of this project is for a Federal or
more specifically Department of Defense application, it is
important to only use cryptographic modules that are
federally certified. FIPS 140-1 is titled Security
Requirements for Cryptographic Modules. The standard
specifies the security elements related to the secure design
and implementation of cryptographic modules.® FIPS 140-
2 is an update to FIPS 140-1, since FIPS 140-1 is no
longer used to test cryptographic modules. Although FIPS
140-1 is no longer used, modules that were certified
against it are still recognized as FIPS 140-1 compliant.’
As of July 13", 2007, FIPS 140-3 is only in draft form, and
is not currently being used.'” Therefore the NSS modules
are in compliance with the latest FIPS standard, which
supports its use as the cryptographic module in this
project.

In addition to Federal compliance with cryptography, the
module provides a high level API for interfacing with the
CAC card. The basic cryptographic platform in NSS is
showed in Figure 4.

Netscape Security Services

Coolkey Library NSS Software Key Database
PCSC-Lite NSS Database Files

Vendor Specific

Smartcard Driver

Figure 4: NSS Cryptographic platform depicting linkage
to smart card interface.

The NSS module is a generic security module that
interacts with the NSS database of software cryptographic
tokens. It also supports hardware tokens through the use

of libraries. In this project, the Coolkey library is used.
The concept behind Coolkey is to enable a “...PKI solution
that provides smart card login, single sign-on, secure
messaging, and secure email access.”'' This is basically a
part of the Fedora Directory Services, analogous to Active
Directory in the Microsoft Windows Environment. The
specific module that interacts with the CAC card is the
Coolkey PKCS #11 module. PKCS #11 is the
Cryptographic Token Interface Standard that specifies an
open API called Cryptoki, which provides an object-based
approach to cryptography. This standard allows
applications to interact with PKCS #11 compliant devices
With()llzlt modification of cryptographic programming
calls.

In addition to the PKCS #11 Coolkey module, another
layer of interoperability exists that connects to the smart
card reader driver. This layer is Personal Computer/Smart
Card or PC/SC. PC/SC builds on the ISO 7816 standard to
provide low-level device interfaces and device
independent application APIs in order to allow multiple
applications to share multiple smart card devices attached
to a system. The specification is platform independent,
which allows it to be used on any operating system."” In
this project, PCSC-Lite is used to connect to the smart card
driver and provide the low level interface to the Coolkey
library. PCSC-Lite is an API toolkit that was created by
the Movement for the Use of Smart Cards in a Linux
Environment (MUSCLE) group. Using this interface, the
applications are abstracted from driver details so that
multiple different smart card readers can be used in a
homogeneous fashion.'*

JAM RESISTANT KEY TRANSFER PROCESS

The process to share a secret key using BBC jam
resistance begins with the user selecting a Public Key
Certificate to be transferred. It is important to note that the
entire certificate must be transferred as opposed to the
modulus of the public key. The reason for the transmitting
the entire certificate is to validate that the certificate was in
fact issued by a recognized Certificate Authority.
Certificates are signed by hashing the user’s certificate,
encrypting the hash with the Certificate Authority’s private
key. To validate the certificate, the receiver hashes the
message, and decrypts the signature with the Certificate
Authority’s public key. Once this is performed, the hashes
are compared, and if they match, the certificate is validated
as being issued by the Certificate Authority. If the
certificate 1s not validated once it is received, the
communication should not continue, since it could mean
an attacker is trying to transmit a fake certificate in order
to establish communication. If this is not the case, then the
root certificate authorities must be verified to ensure the
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certificate is being checked with the appropriate authority.

Once the user has chosen the certificate to be used for key
exchange, the certificate is prepared for transmission.
Initially, the entire certificate is retrieved from the card.
Once it is retrieved, it is encoded in Distinguished
Encoding Rules (DER) format. This format is a common
method of saving a certificate to a file, and is defined by
the International Telecommunication Union
Recommendation X.690. The rules were approved on 14
July 2002." After the certificate is encoded using DER, it
is saved as a file in preparation to be encoded using the
BBC Algorithm.

Although the toy example presented above makes the BBC
algorithm appear simple, the actual implementation is
slightly more complex. Specifically, the toy example did
not address how a message begins to be received, and how
the receiver determines when a message is complete. In
the example, an attacker could potentially transmit at the
right time to produce an identical message to the
transmitted message except the last bit is flipped. The
receiver would then concurrently decode two messages
(ex. 011 and 010). Although the original message was not
jammed, the receiver must make a decision on which
message is the original, and which is not. It is important to
note that although this can be done, it is more likely it
happens by chance. Since the message is hashed, the time
when the jam must occur to flip the last bit may have been
in the past, making it impossible for the jammer to do this
in realtime. However, if it is done by chance or the
attacker already knows the message to be sent, two
different messages would be decoded at the receiver. In
order to help prevent this problem in the implementation,
checksum bits are added to the message. These checksum
bits are simple Os appended to the message, which when
hashed with the original message, greatly reduces the
attacker's chance of inserting a different message.

Another addition beyond the toy example is the formatting
and padding of the message. In the toy example, it was
already known that the message length was 3 bits, making
the decoding straightforward. However, if the message is
1024 bits or potentially longer, it makes more sense to
begin breaking up the message and encoding in blocks.
Once these blocks or packets are encoded, they can be
formatted so that the receiver knows when a new packet is
arriving. In the implementation, the default size of a
packet is 512 bits. Therefore the message after padding is
broken up into 512 bit packets that are encoded, and
marked with bookend bits. These bookend bits are used to
signal the decoder that a packet is present. After the
message is prepared for transmission, it is modulated. In
the current code, it is a very simple time domain

modulation. This means the packet marks are spaced out,
and the timing between marks is what defines the message
that is being transmitted. This modulation is saved to a
sink file that will be transmitted by the GNU Radio. A
python script is then executed with the file sink as the
source of data to be transmitted at a user specified
frequency. The USRP must be able to support the
requested frequency, and this is determined by the
population of the daughterboards. Ettus research currently
provides daughterboards that cover part of the frequency
ranges from 0 to 2.9 GHz. The daughterboards used for
this project are the RFX1200 Transceiver cards, which
have a frequency range from 1150-1400MHz. If the
python script receives an acceptable frequency, it reads the
modulated file and creates a block that transmits this
modulated file.

On the receiver, the platform and setup is the same;
however a different python file must be running to receive
the data from the USRP. It reads straight raw data, and
writes raw data to a file continuously or for a specified
amount of time. Once it is finished, the reverse of the
message preparation described above must occur. The file
is read and demodulated, and the BBC decode algorithm is
invoked. After demodulation, the decode algorithm first
searches for the bookend marks of a packet. This must be
a standard already predefined, so that interference
transmitted before the BBC packet can be discarded.

Once bookend marks are found, a potential BBC message
might exist, so decoding begins. The decoding is similar
to encoding, however it is slightly more complex due to
the fact it could receive multiple messages.

The decoder uses a depth-first-search to begin extracting
the messages from the packet. The decoder then sets up a
message as if it were to be transmitted. This is essentially
a padded message with no data. At this point, a zero is
added to the message, and the message is hashed. The
result of this hash is then checked against the modulation
file to determine if a mark was set at that location. If a
mark is found at the location, and if the padded message is
not complete then the padded message is added to the
output. If the padded message is not complete, then it adds
just the zero to the output. If the maximum number of
messages that can be decoded from a single packet is
reached, the process is over, which is a predefined user
value. Next, the codec backtracks to the last message bit
that is a zero, and if no message bit is zero the decoding
ends. If not, the last zero bit gets changed to a one, and the
entire process is repeated.
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MAIN PROGRAM

The BBC Communicator application is written entirely
in C and compiled for the Linux platform. Although
the GNU Radio can be run on platforms other than
Linux, the primary platform it was designed for is
Linux. Linux is also a common platform for
embedded systems, since the kernel and OS can be
tailored to meet specific hardware needs. The flavor
of Linux chosen for the application is Fedora. The
version is currently Fedora 8, however the application
has been compiled and proven to work on Fedora
Core 6 and Fedora 9. Theoretically, the application
will work on any Linux distribution that can run the
GNU Radio, NSS Libraries, Coolkey library, and is
able to connect to a smart card using the pcsed
daemon.

The initial design of the BBC Communicator is founded
upon the NSS libraries. NSS requires the Netscape
Portable Runtime library in order to operate. This runtime
“..provides a platform-neutral API for system level and
libc like functions. The API is used in the Mozilla client,
many of Netscape/AOL/iPlanet's and other software
offerings.”'® Although these libraries can be compiled and
installed from source code, they are also available through
the Fedora Yellowdog Updater Modified (yum). Therefore
the command “yum install nss nspr” will install the latest
available nss and nspr libraries. In order to utilize these
libraries for development (i.e. compiling this project), the
development libraries must be installed. This can also be
done with yum by typing “yum install nss-devel nspr-
devel.” Once these libraries are installed, an application
can be developed using any of the public functions
available.

In addition to using the NSS module for cryptographic
operations, the Gnome Toolkit or GTK+ libraries are
utilized in order to create a user friendly Graphical User
Interface (GUI) for the application. The project utilizes a
GUI to perform all CAC card operations and GNU Radio
transmission with the intent of providing a more visual and
hands on demonstration for decision makers within the
Department of Defense.

In the background, the program begins by initializing the
NSS database. This initialization gives the application the
ability to utilize all NSS functions, in addition to accessing
certificates within the NSS database.

If the database initializes successfully, and a CAC card is
present when the user presses Read Card, the three

certificates installed on the CAC will be listed in the main
window as shown in figure 5. The first column shows the
certificate name, while the second shows the details of the
certificate issuer.  Although the CAC card typically
contains exactly three certificates, any smartcard will work
as long as at least one certificate is loaded on it. The
window is populated by the list of all certificates that NSS
is able to read from the card. Once this list is populated,
the user can choose one of the certificates to perform an
operation. The operations available at this point are to
view the modulus of the public key (in hexadecimal)
associated with the certificate and transmit the public key.

(71" CAC BBC Communicator
File Edit View Help

[[=][=][=]

CAC/smartcard Key List

Certificate Name Certificate Issuer Data
HAMILTON.STEPHEN.SAMUEL.11321286:CAC ID Certificate CN=DOD CA-16,0U=PK
HAMILTON.STEPHEN.SAMUEL.11321286:CAC Email Signature Certificate ' CN=DOD EMAIL CA-16,
HAMILTON.STEPHEN.SAMUEL.11321286:CAC Email Encryption Certificate: CN=DOD EMAIL CA-16,
>

| Read Card | View Public Key [ Login [>> Transmit Certificate

[ Generate & Wrap & Transmit Sym Key

HAMILTON.STEPHEN.SAMUEL.11321286
I

Figure 5: A CAC card is loaded, and the certificates on tklle
CAC are shown in the window.

¥ Receive Certificate | £ Receive Symmetric Key

Once the transmit key is pressed, if a certificate is selected,
the program begins by saving the selected certificate to a
file in the DER encoded format. Then, the BBC encoder is
invoked, and the .DER file is BBC encoded, and
modulated for transmission. This is saved to a sink file
that is read by the python transmission program. This
python program reads the file, and transmits the marks
using the USRP.

The receiving computer must also have a USRP and the
CAC Communicator running on it. The user should press
receive certificate before the other user transmits it to
ensure the entire certificate is received. The receiver times
out after a pre-defined time, and then BBC decoding is
performed. Although this application requires the two
users to coordinate the certificate transfer, an
implementation in the field may be designed in such a way
so that one user (ex. a base station at a Tactical Operation
Center) is always set to receive keys, and sounds an alert
when a certificate is received.

When the receiver has obtained the public key, the key can
be validated as issued by one of the DOD Root Certificate
Authorities (root certificates must be pre-loaded in the
NSS database), and then used to encrypt a symmetric key.
The CAC card has the capability of generating various
types of symmetric keys on the card, and returning them to
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the application requesting it. In this case, the key created
is an AES 256 bit key. Once the key is generated, the DER
certificate that was received is loaded and used to encrypt
the newly generated symmetric key. This new encoded
package is called a wrapped symmetric key. The wrapped
key is then saved to a data file. This file is then sent to the
BBC encoder and modulator, and transmitted across the
USRP. The original sender then must be ready to receive
this wrapped key.

In order to receive a key, the user must log into the CAC
card. This is because the private key is protected on the
card by PIN login. The key never leaves the card, however
the user must log into the card before data can be decoded
by the card using the private key on the card. If the user
tries to decode the key without being logged into the card
first, the status bar will inform the user that they must log
in to perform that operation. Once the user logs into the
card, and presses the “Receive Symmetric Key” button, the
receiver is enabled for a brief period of time, in which data
is captured. Once the time period has ended, the data is
searched for a BBC encoded message. If a message is
found, it is decoded, and the resultant wrapped key is
saved to a file. In order to reduce complexity of the
program and make it more user friendly, each private key
on the card is tried, and the key that unwraps the
symmetric key is displayed in the status bar. The
symmetric key can be used at this point on either station
for secure jam resistant communications to include data,
voice, or multimedia transmissions.

CONCLUSION

The presented application successfully performed secure
jam-resistant transfer of a secret symmetric key. Initial
tests using a signal generator to jam during a key transfer
showed that a constant wave transmitted on over 25% of
the key transmission resulted in a successful key transfer.
Once more than 50% of the transfer was jammed, the BBC
decoder consumed the CPU and decoding could not
complete, which was expected based on the
implementation. Since jam resistance did occur, the CAC
BBC Communicator can be easily used for a
demonstration of using the CAC card to secure radio
communications in a jam resistant manner without the use
of pre-loaded or distributed COMSEC.

The BBC Algorithm proves to be a very effective method
for jam resistance, and this project helps display its
capabilities. It complements the DOD Public Key
Infrastructure since it can perform jam resistant public key
and wrapped key delivery without a shared secret. The
user friendly GUI allows users to employ the BBC
Algorithm on key transfer from any DOD CAC card

across the GNU Software Radio with the click of a button.
This application has the potential to be implemented in the
Joint Tactical Radio System, and fielded throughout the
armed services. All unsecured communications that occur
in the field can be easily secured with a jam resistant key
transfer initiated by a service member’s CAC card. In
addition to instant secure communications, the ability to
perform reliable secure symmetric key transfer could
revolutionize how military units perform key distribution
in the field.

COMSEC key management in the Army is a very time
consuming and resource intensive process. Each month, a
key changeover occurs, and they must be physically
distributed throughout the tactical units to various
COMSEC key holding devices. Most radios like the
SINCGARS have a battery that stores the key when the
unit is off, however these batteries eventually lose their
charge, and the radio must be re-keyed. This project
effectively shows that these problems can be overcome
using the DOD issued CAC card. In fact, a very small
easy to use hand held radio could be created that uses the
CAC card and BBC algorithm to perform voice
communications with an on demand CAC generated
temporal or session key for point to point communications.
This radio could be used in tactical situations when key
transfer is difficult or impossible and secure jam resistant
communications are necessary. In addition to radio
communications, jam resistant key transfer could be used
to securely transfer a key set and frequency hopping sets
over the air for later distribution to legacy radios.

The project was built using the GNU Software Radio,
which allows modulation types to be changed using
different software code. This was essential, since the BBC
requires a physically different modulation (baseband
signaling) than frequency modulated voice, amplitude
modulation, or direct sequence spread spectrum. Although
the signaling it uses is less efficient than other forms, it is
only required for the initial key transfer. Once this is
complete, the modulation should be changed and
encrypted using the transferred key, similar to the process
of using computationally complex public keys algorithms
to encrypt symmetric keys for efficient secure
communication.

FUTURE WORK

The next phase of this project is to implement direct
sequence spread spectrum (DSSS).  This form of
modulation spreads out a narrowband signal with the use
of pseudo random noise (PN). The PN is usually
modulated in the form of phase shift keying (PSK), and the
PN sequence is the spreading waveform, or code. The
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receiver uses the same spreading sequence or code to
multiply against the incoming signal which recovers the
original message.'” The PN in this case would be derived
from the symmetric key that was transferred, which is a
secure shared secret. Therefore, the transmission would be
spread among a band using a sequence that is unknown to
a jamming station. The result is an efficient method of jam
resistant communication that was enabled by the key
transfer displayed in this project.

Another possibility is a chat and/or voice over IP (VoIP)
implementation that could be used to further demonstrate
the secure communications once they are established. This
would provide a demo that could easily be understood and
possibly serve as a requirement for an implementation into
the JTRS. The DSSS modulation would be used for the
initial key transfer with the PN being picked by DSSS.
After the key transfer, DSSS would still be used; however
the PN sequence would be determined by the transferred
symmetric key. In addition to point to point
communication, protocols for multiple radios to
communicate in a radio net could be created and evaluated
as well. This would require negotiation of a master
certificate that can be requested when a user joins the
network, and sharing of a common symmetric key among
a group of radios. The master certificate would be shared
using the BBC algorithm.

An update to the current project in the future could include
a tighter integration with the BBC algorithm. For
experimental purposes, the BBC encoding and modulator
is loosely coupled with the CAC card GUI application.
This is due to the current implementation being replaced
by a streaming implementation where BBC calls and
transmissions would be directly called from the
application. The current project separates itself from the
BBC code by saving key information to files, and letting
the BBC codec read the data and send it with a GNU radio
transmission program.  Although this allows great
flexibility in a lab testing environment, an application that
is fielded will have to have these parts tightly integrated so
that they consume fewer resources and operate more
efficiently.

REFERENCES

1 Project Manager Tactical Radio Communications
Systems. “Single Channel Ground and Airborne Radio
System (SINCGARS)” p. 1.
http://peoc3t.monmouth.army.mil/trcs/pdfs/SINCGARS
pdf

2 A. Brawerman, D. Blough, and B. Bing. Securing the
Download of Radio Configuration Files for Software

Defined Radio Devices. MobiWac 2004, Philadelphia,
Pennsylvania. p. 101.

3 Sass, Paul. Communications Networks for the Force
XXI Digitized Battlefield. Mobile Networks and
Applications, Volume 4, Issue 3 (October 1999). p
139-155.

4 JPEO JTRS Website Mission Statement
http://jpeojtrs.mil.

5 L. Baird, W. Bahn, and M. Collins. Jam-Resistant
Communication Without Shared Secrets Through The
Use of Concurrent Codes. US Air Force Academy
Technical Report USAFA-TR-2007-01. p. 13.

6 Mozilla developer Center. NSS
http://developer.mozilla.org/en/docs/NSS

7 Mozilla FIPS Validation
http://wiki.mozilla.org/FIPS Validation

8 FIPS 140-1
http://csrc.nist.gov/publications/fips/fips1401.htm

9 FIPS 140-2
http://csrc.nist.gov/publications/fips/fips140-
2/fips1402.pdf

10 FIPS Publications
http://csrc.nist.gov/publications/PubsFIPS .html

11 Fedora Directory Server. Coolkey
http://directory.fedoraproject.org/wiki/CoolKey

12 RSA Security Incorporated. PKCS #11: Cryptographic
Token Interface Standard.
http://www.rsa.com/rsalabs/node.asp?id=2133

13 PCSC Workgroup Specifications Overview.
http://www.pcscworkgroup.com/specifications/overvie
w.php

14 Corcoran, David. MUSCLE PC/SC Lite API
Introduction/Overview.
http://pcsclite.alioth.debian.org/pcsc-lite/node2.html

15 ITU-T Recommendation X.690. www.itu.int/ITU-
T/studygroups/com17/languages/X.690-0207.pdf

16 Netscape Portable Runtime
http://www.mozilla.org/projects/nspr/

17 D.R. Bull, C.N. Canagarajah, and A.R. Nix. Insights
into Mobile Multimedia
Communications Academic Press, 1999. p. 464

Page 7 of 7




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /CMB10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /CMBX10
    /CMBX12
    /CMBX5
    /CMBX6
    /CMBX7
    /CMBX8
    /CMBX9
    /CMBXSL10
    /CMBXTI10
    /CMCSC10
    /CMCSC8
    /CMCSC9
    /CMDUNH10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /CMFF10
    /CMFI10
    /CMFIB8
    /CMINCH
    /CMITT10
    /CMMI10
    /CMMI12
    /CMMI5
    /CMMI6
    /CMMI7
    /CMMI8
    /CMMI9
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /CMR10
    /CMR12
    /CMR17
    /CMR5
    /CMR6
    /CMR7
    /CMR8
    /CMR9
    /CMSL10
    /CMSL12
    /CMSL8
    /CMSL9
    /CMSLTT10
    /CMSS10
    /CMSS12
    /CMSS17
    /CMSS8
    /CMSS9
    /CMSSBX10
    /CMSSDC10
    /CMSSI10
    /CMSSI12
    /CMSSI17
    /CMSSI8
    /CMSSI9
    /CMSSQ8
    /CMSSQI8
    /CMSY10
    /CMSY5
    /CMSY6
    /CMSY7
    /CMSY8
    /CMSY9
    /CMTCSC10
    /CMTEX10
    /CMTEX8
    /CMTEX9
    /CMTI10
    /CMTI12
    /CMTI7
    /CMTI8
    /CMTI9
    /CMTT10
    /CMTT12
    /CMTT8
    /CMTT9
    /CMU10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


