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~ - A typical spread spectrum system uses a

~ 1 spreading code to achieve jam resistance
| a—— —
Typical Traditional Spread Spectrum System
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Receive Path

Source Codec — Reduces information redundancy

Security Codec — Provides confidentiality, integrity, and authentication
Channel Codec — Adds redundancy that permits channel noise to be mitigated
Spectrum Codec — Spread the signal’s bandwidth to effectively hide it

The spreading code defines a channel independent of the message.
An attacker must know the spreading code to find the channel.
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- “We Have a Key Management Problem

——— —

Example: STU Example: Have Quick
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w\\

— Occasional keying — Daily keying
— Different key for everyone — Same key for everyone
— Usually works — Often fails

11/28/2011



~ A Public Key Infrastructure (PKI) can provide

confidentiality, integrity, and authentication.

\./

\./

EIN ~Tactical Comms such as Have Quick
b
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; i’Applying PKI to Tactical Comms
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—But what if we had KEYLESS Jam Resistance?
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» A concurrent codec combines
channel coding and spectrum spreading

AT T E—— ||
Typical Traditional Spread Spectrum System
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Receive Path

Concurrent Coxle Spread Spectrum System

TransmitPath
Data TX
> > Ea
Source Source Security Concurrent Modem Hardware
Data Codec Codec Codec RX
Sink < < N N4 [€] Hardware

Receive Path

The spreading code defines a channel that depends on the message.

An attacker must know the spreading code and the message to find the channel.
The receiver must merely detect that a message’s channel is in use.
Asymmetric channels make suppressing channel activity very difficult.

What challenges face Keyless Jam Resistance?
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The optimal jamming signal is another valid signal
_ T—
7 With no key, jammer can transmit valid signals.

7 We must assume they can align with legitimate signal.

72 Causes extreme difficulty for receivers, which can’t decide
which valid signal is the legitimate one.

7 In traditional systems, two valid signals of similar power
make recovery of either impossible.

7 Conventional wisdom: Secrets are necessary!
7 Unconventional wisdom: Don’t be so traditional!

KEYLESS SPREAD SPECTRUM:
So how is it possible?




7 Codeword for Message A 2>
7 Message space — 32 messages.
7 Each codeword is 7 marks.

7 100 possible mark locations.

7 Code space — 16 billion codes.

There are two intertwined aspects of
Keyless Jam Resistance
7 Coding/Decoding
7 Transmitting/Receiving
~Let’s build a toy system...

2 3“5

[ =1

N OS]

wlem|ala|wm

7 Message is contained in the signal only if ALL
marks associated with that message are present.

7 Signal may contain multiple overlaid messages.
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Which, if either, is present?

I a— — |
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7 . ;
8
9 H 9 ||
‘A’ is present ‘K’ is absent

Are any others present?

Decoding is different
than performing a membership test

72 Membership test: Is a given message present?
7 Signal decode: List all messages that are present.
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What if a superimposed code is used?
e —
Position, = Hash, (message); 1<i<n

7 Message is passed through n hash functions, each
producing one of the n mark locations.
7 Each message consists of an independent set of
marks.
7 With superimposed codes:
72 Membership tests are easy.
7 Decodes are difficult (usually requiring exhaustive search)

~_Concurrent Codes

Superimposed codes that can be efficiently decoded.

Position, = Hash(message[l : i]); I<i<n

7 Each of the n possible message prefixes are passed
through the same hash function.

7 Message codewords are not independent.

7 With concurrent codes:
72 Membership tests are easy.
7 Decodes are easy (performed in linear time)




~Let’s build a codeword

||/ T
Klo|1]|2]|3]|4|3]|6|7]8]9
7 Codeword for Message K = ] /ZH
=4
- [
7 Message: 0101000 P e
72 Hash(0) = 36 H A
y. 4% S
2 Hash(01) = 57 =
2 Hash(010) =16 7
72 Hash(0101) =2 z n
=
7 Hash(01010) =26
7 Hash(010100) = 30
7 Hash(0101000) = 94
/
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13 45 25 C 0001000
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- The decode tree for our signal packet:
) {A,Q,Z} are the messages contained.

—— |
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Y ou now know Standard BBC'!
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-~ ~Standard BBC: Encoding is easy

|/ S ]

[o[tToJoJoJoJoo[4JoJoJi o1 o oJoJoJoJo[4 oo [aTo] __s | His)
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10 9

101 24

RE 1011 2
Energy 10110 14
101100 12

Time

72 Append K zero bits to the end of an L-bit message.
7 Run each of the (L+K) prefixes through a hash function.
7 Use each hash output to place a mark in the codeword.

\ /
|
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- Standard BBC: Decoding is fast

Message 1011: [0[1]ooJoJoJoJo]1JoJoJ1Jo[1JoJoJoJoJoJe1 oo 1 o]
Message 1000: [0]oJooJoJ1JoJoJo[1JoJoJo1JoJoooJo[1J1 oo o o]

Both si
s H(s)
—_—
] 0 4
[ | 1 21
—=—{10000 }{100000] 10 9
[ | 11 21
[ | 100 20
] 1 24
[ | 110 16
[ | 111 2
[ | 1000 14
1011 |—=—{10110 }{101100] 101 | 1
[ | 1010 15
[ | 1011 2
] 1110 | 14
[ | 1111 23
10000 6
[ | 10110 14
[ | 11100 13
L ] 100000f 10
[ | 101100) 12

11/28/2011

12



11/28/2011

= 12 Typical BBC parameters used to
1 date provide good flexibility.

7 Thousand bit messages (L=210)
7 Million bit codewords (C=220)
7 Thirty bit checksum (K=2°)

7 33% mark density threshold

- '~ Decode trees typically have many
. short-lived false branches.

O
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a0 0 o O 00 0—0—0 0O O o0  AO—0O—0 O—C=0
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Q—0O O =
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'~ The performance is controlled by
, 1 the time spent hallucinating.

Message Bit Checksum Bit
Message 1

Each
Hallucination

\ /

—Packet densities <50% are fine

1L
Hgs =M
* (l = 2#)

7 If denominator goes to zero .... That’s BAD!
7 Critical Density: pe = 50%
2If n=33%

7 One hallucination per valid message

11/28/2011
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Performance matches theory

|
h
d
2

=

M = 1000 messages
L = 200-bit messages

K = 8-bit checksums
C = 512k-bit codeword

[
o (e
%.—_____————

pp = 33.8% density

[
—_

o2y=M
ogr = 1/sqrt(M)

Hallucination Rate (Hallucinations/Message)

—_
o

50 100 150
Decoding State (Message Bit Position)

o

200

\ /

—

7 Interstitial Checksum Bits
7 Arbitrarily high critical density.
7 Smaller hallucinogenic load.

2 Multi-mark BBC
7 Can tolerate missed marks

7 Multi-bit BBC (M-ary BBC)
7 Can improve coding efficiency

BUT NOTHING COMES FOR FREE!

— We can enhance BBC three ways

11/28/2011
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Interstitials are fun, but of limited practicality

7 More bits > more marks > higher density
7 Codeword density grows faster than critical density

7 Lower hallucination load can lead to faster decodes

!

\ /

'~ Very rapid improvement for first
, I few interstitial checksum bits

Enhanced Critical Denisty

e

"’,a

/// Interstitial checksum bits needed per
data bit to obtain selected critical

=
o
y

mark densities.

Critical Mark Density
= o
- o

50% 0 90% 6 99 . 5% 137
0.6 T0% 1 9h% 12 99, 9% 692 —
80% 2 99% 68 99.99% 6930
S S S S N —
1] 5 10 15 20 25 a0 35 40 45 50

Interstitial Checksum Bits per Data Bit
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"~ Very high density codewords can
still decode efficiently

Enhanced Decoder Workload

200 messages (32 data bits, s/d = 128/1, k =512)

(packet density = 99%4)
LN [
\ Predicted Levels:
High Level = 2.16
/Low Level = 0.60
]
A

‘_N\I\l

Decoding State (Message Bit Position)

e
=

-
=

Hallucination Density
{Hallucinations/Message)

~ Mild use of interstitials can
. decrease absolute decode effort.

[/ E——— |
1=211 -~
s-(l=1-‘;---“'- - el
N ..
s-d-:TlZ- ---------- -
|sd=t2 "7 S -.
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; —"—L-_'

Packet Density (%)
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Multi-bit BBC is probably not useful

7 Nice parallel to M-ary modulation schemes
7 Critical density inversely proportional to block size
7 Decoding burden exponential with block size

7 Quadrature (2-bit/mark) may be useful

A ~ Q-of-Y Multi-mark BBC is probably useful

Q | Y | Qerit PLR=1%

A | 50% 10 ppm
1 2 29% 3170 ppm
2 | 2| 71% 5 ppm
1 |3 | 21% |21580ppm
2|3 50% 1831 ppm
3 | 3| T9% 3 ppm

11/28/2011
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‘What about practical considerations?
_ T
7 Packet identification

7 Place “Bookend Marks” in each packet
7 Each received mark is treated as a potential packet start
7 Symbol timing

7 Leverage intrinsic tolerance for space errors

7 Leverage packet-level decoding to compensate
7 Threshold level

7 Running statistic threshold forces optimal threshold
7 Hash function performance

7 Use task-specific hash function (Glowworm)

7 Multipath
7 Intrinsic tolerance — echoes are just additional messages

Bookend marks permit compensation
for significant oscillator mismatch

!

N N N N B IO O |
I O V4 W

1111]1]]1/ it

Time Gain Window —: —

Expanded Packet

Compressed Packet ]

Received Packet

P e G e ] e 4
I I
—/-

Nominal Bookends

l¢——————————Nominal Packet Length ————————»1
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Running statistic threshold
-~ can set the best threshold for EACH packet.

\ J
|

Packet

Log(n) time per packet!

} { The Glowworm hash is structurally simple
N and efficient in both hardware and software
h B |

B
(32-word shift register of 64-bit words)

40
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Does it really work?
\ /

'~ RF demonstrator based on Ettus
, . USRP software-defined radio

Message | if BBC | f Packer [if sor  [i| uskP
Source Encoder [17] Buffer Modulator Sink
L} ]
| ¥
Source USRF RF

File Transmitter
Destination USRF RF
File Receiver
+ !
1 5 W
Message o BEC Packet é__ SDR e USRP
Sink Decoder [ i1 | Buffer |ii| Dermodulator Source
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WIDEBAND FILTER

1

RADIOMETER

DISCRIMINATOR

SAMPLER

- O - M

|

|

T <

. Simple receiver leaves little for attacker to attack

WIRELESS
DATA PO |
SOURCE

|

L

010100100110

NOISE
PULSES

ENERGY
SPIKES

ASYNCHRONOUS
LOGIC SIGNAL

SYNCHRONOUS
BIT STREAM
TO CODEC

\,/

~ _ NAWS China Lake — Fun in the Sun!

11/28/2011
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Is it really Jam Resistant?

The analyzed receiver used a
typical matched-filter detector

ht) = ks, (T-t)

s(t) x(t) v(t)
+ / 0<t<T, V., y(t)

n(t)

11/28/2011
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MARK

Transmitted
Symbol

|~ The same translation paths exist,
, | but radar terminology convenient

MARK

Received
Symbol

The BIG difference:

\ »Threshold set well into the noise

PFA i PD Felmanc

11/28/2011
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- '~ Concurrent codes create erasure

. channels, not error channels

Ener Channel Bt Error Rate {BER) .

Channel Equivalent Entropy - Error vs. Erasure

T T T T T 1
| 1| Ber BLR )‘
50.0% 100.0% /
T 333%  91.8% /
035 4—1- 10.0% 46.9% /
| | 1.0% 8.1% //
|| 1.0E-03  1.1E-02 //
1.0E-04 1.5E-03 /
—1 1.0E-05 1.8E-04 L
| || 1006 2.1€-05 N
1.0E-07 2.5E-06 ’1/
//'
...---—""’_‘J-~
02 610 S i

24 05 380
Erasure Channe! B4 Loss Rate (BLR)

N=1032-mark packets 10000 1 TITEFFFFFT
BER = 1% o

NS BER of 1% achieved with
P, =33% & SNR/bit = 9.6 dB
P, =(1-PLR)N Receiver Operating Characteristic (ROC)

Pulsed-BBC w/matched filter detector

P
-

PLR =8.1% 099998 - // //
P, =0.99992 0.99997 - LY L
b 'E 0.99996 - I’ ;,’
= ; ]
PFA—33% g 0.55955 ’ R /,
ee . ]
SNRbit=9.6dB £, | [itiiiaite e
¥
099993 | Kl o c11ds ’;
0.99992 - "' ! - - - 104d8 !
099991 - : 'f ====-90d8 r'!
0.99990 +1 i' b

010 015 020 025 030 035 040 045 0530

P(False Alarm)
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M ~ CCSS performs between FSK and PSK
DI (SNR/bit > 11dB)

BER vs Eb/No

Pulsed-BBC using matched-filter detector
1000-bit messages w/30 checksum bits

False Alarm Rate

|| NC-ASK/FSK:
C-FSK:
DPSK.
BPSK:

log10(BER]
&

Eb/No (dB)

\ /
N/ SNR/bit >~20dB
1. realizes near-optimal performance
| —
* \\'_‘—*-—-._, SMR-per-bit=10dB
E; \ \.___‘_‘_‘_ 12d8
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|~ CCSS performs better than FHSS
I\ but not as well as DSSS
, S
3 74 /r‘ =
: .
e
: - Where can we go from here?

7 RF performance analysis
72 Mark waveforms (e.g., LFM chirps, Golay sequence)
7 Detector options (e.g., radiometer, Golay correlator )
72 Asynchronous issues (e.g., symbol alignment)
7 Optimal waveform jamming (e.g., mark erasure, packet construction)

Comparison with other forms as an unreliable erasure channel
RF implementations of the various waveform/detector combos
FPGA/ASIC implementations of radios and/or building blocks
MAC-less protocol development

Other application areas (e.g., RFID, SINCGARS Fill Device)
Other questions (e.g., performance guarantees, non-BBC codes)

N N N N N XN

11/28/2011
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- What was done and what I did
_ T
72 Concurrent codes are a notable extension to superimposed codes
7 Efficient decoding is something that has not existed
7 Potentially opens door to many previously ill-suited applications
72 Concurrent code spread spectrum offers new capabilities
72 Comparable jam resistance without shared secrets
7 Potentially simpler MAC-layer protocols (or even MAC-less protocols)

7 My contributions
7 I was the primary contributor for:

2 RF hardware , software, or analysis
2 Interstitial checksum bits and multi-mark
7 Oscillator mismatch and jitter compensation

7 I was heavily involved in the collaboration on most other aspects
7 I contributed least to the “hard core” theoretical/mathematical aspects
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